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SCADA Protocols IEC 60870-5

 IEC 60870-5 is a collection of standards for SCADA
» DNP3 was developed at same time – out of draft version

 IEC 60870-5-101
» Serial over low bandwidth channel

» First version in 1994 – called T101

 IEC 60870-5-104 
» Specifies the TCP/IP suite in the network and transport 

layers to provide LAN or WAN operation

» Added in 2000
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IEC 60870-5 in OSI Model

Physical

Data link

Network

Transport

Session

Presentation

Application

Bit-serial asynchronous
e.g. RS-232, EIA-485

Balanced / unbalanced modes
IEC 60870-5-1 (Frame format: FT1.2)

IEC 60870-5-2 (Transmission procedures)

IEC 60870-5-3 (ASDU)
IEC 60870-5-4 (APDU)

OSI model IEC 60870-5-101 in the EPA model
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T101 Message Format

Data Uni t 
Identi fier

Information 
Object

Control Field
Link Address (0,1 or 2 octets)

Type ID
Variable Structure Qualifier

Cause of Transmission (1 or 2 octets)
Common Address (1 or 2 octets)

Data  Link 
Layer

ASDU 
(Appl ica ti
on Layer)

User Data (variable length)

Checksum
Stop: 0x16

Length
Length

Start: 0x68

Start: 0x68
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T104  in TCP/IP

TCP Header 
(port: 2404)

IP Header

Ethernet Header

APCI        
(6 bytes)

ASDU (variable length)

 Defines network operation of T101 over TCP/IP

 Application Protocol Control Information (ACPI) is a 
control field

Control byte 4

Start: 0x68
Length (1 byte)
Control byte 1
Control byte 2
Control byte 3
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SCADA Protocols: MODBUS

 Created in 1970’s by Modicon
» Has passed through several owners over the years

» Initial developed for PLC

» Widespread use made it a de-facto standard

 https://modbus.org
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SCADA Variants

 MODBUS ASCII 
» ASCII symbols

 MODBUS RTU
» Binary digital data messages

 MODBUS Plus
» Extension from one group – not widely used

 MODBUS TCP/IP

 MODBUS UDP
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SCADA Protocols: MODBUS
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SCADA Variants

 MODBUS ASCII 
» ASCII symbols

 MODBUS RTU
» Binary digital data messages

 MODBUS Plus
» Extension from one group – not widely used

 MODBUS TCP/IP 

 MODBUS UDP

 All use OSI Layers 1, 2 and 7
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MODBUS Pros

 Easy to read/troubleshoot

 Has server device addressing

 Has built-in data integrity checking (CRC)

 Readily available on most devices

 Since sent over physical media can observe traffic to 
troubleshoot
» Serial COM port sniffer

» Wireshark or similar TCP/IP or UDP
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MODBUS Pros and Cons

 Pros
» Easy to read/troubleshoot

» Has server device addressing

» Has built-in data integrity checking (CRC)

» Readily available on most devices

 Cons
» Message start/start all time based

» Does not have client device addressing

» Message size limitations slows updates, especially on serial channels

» No data quality, timestamps without adding special logic

» While TCP/IP security is available, not commonly used
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Error Free MODBUS 
Transaction (polling)

 Server given a device address
 From: MODBUS APPLICATION PROTOCOL SPECIFICATION, V1.1b3  

(http://www.modbus.org)
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Data units

 ADU  Application Data Unit
» Entire message with layer 2 addressing

|-------PDU-------------------|

ADDR           DATA                                 CRC

 PDU Protocol Data Unit

Function
Code         Data

11

12



7

Supervisory Control & 
Critical Infrastructures Spring 2024

CS&ECE 444/544

Lecture 21

13

Data Types

 Discrete Input  Single read only bit

 Coils Single read/write bit

 Input Registers 16-bit read-only word

 Holding Registers 16-bit read/write word

 Big-Endian when more than single byte is used to 
describe message
» The most significant byte is sent first
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Numbering of Registers

 Discrete inputs: 10,001-20,000

 Coils: 0-10,000

 Input registers: 30,001-40,000

 Holding register: 40,001-50,000
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Function Codes
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Message Example
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Message Example
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Write Multiple Registers

 From: MODBUS APPLICATION PROTOCOL SPECIFICATION, V1.1b3  (http://www.modbus.org)
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Write Multiple Registers Block 
Diagram

 From: MODBUS APPLICATION PROTOCOL SPECIFICATION, V1.1b3  (http://www.modbus.org)
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Exceptions

19

20



11

Supervisory Control & 
Critical Infrastructures Spring 2024

CS&ECE 444/544

Lecture 21

21

Exception Response Example
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Example MODBUS 
Network Architecture

 From: MODBUS APPLICATION PROTOCOL SPECIFICATION, V1.1b3  (http://www.modbus.org)
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